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E.O. 11652: N/A 

TAGS: AINF, CVIS 

SUBJECT: VISAS: PRIVACY ACT 

REFS: (A) CALCUTTA 1449, (B) STATE A4872 

1 . PRIVACY ACT REQUIRES FEDERAL AGENCIES TO OBTAIN WRIT- 
TEN CONSENT FROM INDIVIDUAL BEFORE RELEASING INFORMATION 
ABOUT HIM UNLESS DISCLOSURE IS CONSISTENT WITH SUBSECTION 
(B) OF THE ACT. SITUATION DESCRIBED IN REFTEL APPEARS TO 
FALL UNDER (B)(7) OF ACT "TO ANOTHER AGENCY FOR LAW 
ENFORCEMENT ACTIVITY IF ACTIVITY IS AUTHORIZED BY LAW, 

AND IF THE HEAD OF THE AGENCY HAS MADE A WRITTEN REQUEST 
SPECIFYING THE PARTICULAR RECORD DESIRED AND THE LAW 
ENFORCEMENT ACTIVITY FOR WHICH THE RECORD IS SOUGHT." 

2. DEA'S REQUEST DESCRIBED IN REFTEL IS DEFICIENT IN 

THAT IT DOES NOT SPECIFY THE LAW ENFORCEMENT ACTIVITY FOR 
WHICH RECORD IS SOUGHT. POST SHOULD NOT REPEAT NOT 
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RELEASE RECORD TO DEA UNTIL DEA S REQUEST MEETS FULL 
REQUIREMENTS OF (B)(7) PROVISION. 

3. FOR FUTURE REFERENCE, POST MAY VOLUNTEER INFORMATION 
TO DEA OR OTHER LAW ENFORCEMENT AGENCY IF POST RECORDS 

INDICATE VIOLATION OF CRIMINAL OR CIVIL LAW. THIS 
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DISCLOSURE WOULD BE MADE UNDER (B)(3) OF PRIVACY ACT 
'ROUTINE USE", WHICH ALLOWS FOR DISCLOSURE OF INFORMATION 
TO ROUTINE USERS WHICH HAVE BEEN ESTABLISHED AND PUB- 
LISHED IN FEDERAL REGISTER FOR RECORD SYSTEM IN QUESTION. 
DEPARTMENT OF JUSTICE (WHICH INCLUDES DEA) IS LISTED AS A 
PRINCIPAL USER OF CONSULAR FILES. IN ADDITION, "PREFATORY 
STATEMENT OF ROUTINE USERS", WHICH APPLIES TO ALL RECORD 
SYSTEMS, ALLOWS FOR DISCLOSURE OF INFORMATION TO ANOTHER 
FEDERAL, STATE, LOCAL OR FOREIGN AGENCY WHERE THERE IS 
POTENTIAL OR ACTUAL VIOLATION OF LAW INVOLVED, WHETHER 
CRIMINAL, CIVIL OR REGULATORY IN NATURE. (REFTEL B). 

4. POST SHOULD REMEMBER THAT SUBSECTION (C) OF ACT 
REQUIRES THAT AN ACCOUNTING BE MAINTAINED OF ANY DIS- 
CLOSURES OUTSIDE DEPARTMENT OF INDIVIDUAL S RECORD. 
ACCOUNTING MUST INCLUDE DATE, NATURE AND PURPOSE OF EACH 
DISCLOSURE. VANCE 
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